APPENDIX A
Personal Information Under CCPA’s Provisions on Privacy Rights
• Biometric data
- Biological or behavioral characteristics
- DNA
- Iris image or retina
- Fingerprint, hand, or palm
- Facial recognition
- Vein patterns
- Voice recordings
- Keystroke patterns or rhythms
- Sleep
- Health
- Exercise data
- Gait patterns or rhythms
• Commercial information
- Records of personal property
- Product or service purchase, review, consideration history
• Characteristics of a protected classification under California or Federal law
- Race
- National origin
- Ancestry
- Religion
- Physical or mental disability or other medical condition
- Marital status
- Sex
- Age
- Sexual orientation
• Geolocation data
• Health insurance data
• Internet or network activity information (cookie data)
- Browsing history
- Search history
- Information about a consumer’s interaction with a website or application
- Advertisement interaction
• Medical information
• Personal information
- Real name
- Alias
- Postal address
- Telephone number
- Unique personal identifier
- Online identifier
- IP address
- Email address
- Account name
- Social security number
- Driver’s license, identification, passport number, etc.
- Signature
- Insurance policy number
- Education
- Employment
- Bank, credit, or other financial account number
Inferences drawn from any of the information identified above that could be used to create a profile about a consumer’s preferences,
characteristics, psychological trends, predispositions, behavior, attitudes, intelligence, and aptitudes.
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APPENDIX B
Personal Information Under CCPA’s Security Requirements
(A) An individual’s first name or first initial and his or her last name in combination with any one or more of the following data
elements:
(i) Social security number;
(ii) Driver’s license number or California identification card number; tax identification number; passport number; military
identification number; or other unique identification number issued on a government document commonly used to verify
the identify of a specific individual;
(iii) Account number, credit or debit card number, in combination with any required security code, access code, or
password that would permit access to an individual’s financial account;
(iv) Medical information;
(v) Health insurance information;
(vi) Unique biometric data generated from measurements or technical analysis of human body characteristics, such as a
fingerprint, retina, or iris image, used to authenticate a specific individual. Unique biometric data does not include a
physical or digital photograph, unless used or stored for facial recognition purposes.
(B) A username or email address in combination with a password or security question and answer that would permit access to an
online account.
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